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Sité, ochrana komunikace

Aplikace bezpe¢nostnich mechanismi — jaro 2011

traditional enterprise perimeter has expanded, or effectively disappeared in some
cases. Mobile devices like laptops, PDAs, and USB memory sticks constantly
travel from one side of the "perimeter"” to the other. Wireless LANs allow external

connections that bypass firewalls

HoneyPot, HoneyNet
idealni prostiedi pro utocnika

ochrana sitoveho perimetru — tplin¢ prvni problém
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musi existovat specializovana ,,proxy* pro kazdy pienaseny protokol
generické proxy zpravidla nedélaji nic jiného nez tcp forwarding
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personalni firewally
veétSinou filtry

Content filtry, proxy servery

provad¢ji aplikacni analyzu dat

odstranuji nezadouci objekty (skripty, dokumenty, ...)
hodnoceni obsahu pro Gc¢ely zptistupnovani uzivatelim

e vymena protokolu mezi zonami
e zmg¢na adresace (NAT)

Sitove IDS, IPS

hlida zname vzory chovani odpovidajici utoku

IPS muze piimo reagovat a proaktivné branit atoku, IDS detekuje a mtze vyvolat
alert, ktery pripadné spusti (externi) bezpec¢nostni mechanismus

DalSi nastroje a postupy
e tunelovani
e aplikacni Sifrovani
e anonymita
e patche

HW a linkoveé Sifrovani
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Ochrana komunikace — (sub)aplikaéni Sifrovaci protokoly

SSL
misto SSL v ramci protokolového stacku
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protocol change protocol | protocol | (eg. HTTP)
SSL Record Protocol
TCP
IiP
SSL handshake protocol
Autentizace serveru
Message Type Direction | Data Transferred
client-hello C>S |challenge-data, cipher-specs
server-hello C<S |connection-id, server-certificate,

Materiél slouzi vyhradné jako pomucka pro absolvovani piednasky Aplikace bezpec¢nostnich mechanism:i na MFF UK V Praze.
Neni uréen k samostudiu problematiky. Jeho obsah se nemusi shodovat s rozsahem latky piednasené v konkrétnim semestru

Aplikace bezpe¢nostnich mechanismu — jaro 2011

3/6



Tonda Benes Aplikace bezpe¢nostnich mechanismi — jaro 2011

cipher-specs

cipher-kind, clear-master-key,
client-master-key C>S |{secret-master-key}server-public-

key
client-finish C>S |{connection-id}client-write-key
server-verify C<S | {challenge-data}server-write-key
server-finish C<S | {session-id}server-write-key

Autentizace klienta i Sarier

Message Type Direction | Data Transferred

Clienr hallg
client-hello C>S |challenge-data, session-id, cipher-specs _\“\,

server-hello C<S | connection-id, session-id-hit /’Nﬁrﬂ
S8

client-finish C>S |{connection-id}client-write-key | -7~

server-verify C<S |{challenge-data}server-write-key /

request-certificate | C<S | {auth-type, cert-chal-data}server-write-key kjmr
client-certificate C>S {cert-type, client-cert, resp-data}client- @

write-key

server-finish C<S | {session-id}server-write-key

Ceftificabe

Z protokolu SSL vychazi protocol TLS (Microsoft), ktery Genatn Vstcatcn
je nekompatibilnim rozSifenim SSL. nT\»

IpSec 2100 chher spoc

transport mode IP AH TCP Data
: SpEt
\ I I W//m'.

original pac ket IP TCP o2 ! ===
N { IPsec je ve skute¢nosti dvojici
e i g o | s - nezavislych protokoli: Authentication
Header (AH) a Encapsulated Security
T Payload (ESP)

new |P header

Pracuje ve dvou rozdilnych modech (tunnel mode a transport mode)
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AH protokol

sy s . o Mezt Payload R rved
zajiSt'uje integritu paketu Header Length
pOéité. se kliéem f'izeny HMAC Z apllkaéniCh Security Parametar Index (SR

dat a konstatnich ¢asti hlavicky datagramu
(zalozeno na MD5, SHAL1)

ESP protokol

Saquanca Mumber (Replay Deferse)

Hash Message Authentcation Code

Zacurity Parameatar [ndex (2P

Saquenca Number {Re ply Deferse) zajistuje integritu i utajeni prenasenych dat
pro integritu se opét pouziva HMAC

pro Sifrovani se vyuzivaji symetrické blokové
Sifry (DES, 3DES, AES, Blowfish, ...)

Initalization Vector (1W1)

Hash Message Authanication Coda

IpSec sam neieSi key-management

cervy, viry
procesory umi nove oznacit executable segment a nespusti kod z jiného segmentu

Interni bezpeénost

zakaznici, partneri, konzultanti, ... pristupuji ke zdrojam interni sité

employee with a laptop who works offsite and then plugs the laptop directly into
the corporate network

intentional hacking by legitimate and authorized internal users

Materiél slouzi vyhradné jako pomucka pro absolvovani piednasky Aplikace bezpec¢nostnich mechanism:i na MFF UK V Praze. 5 / 6
Neni uréen k samostudiu problematiky. Jeho obsah se nemusi shodovat s rozsahem latky piednaSené v konkrétnim semestru



Tonda Benes Aplikace bezpe¢nostnich mechanismi — jaro 2011

Internal Security Gateway (I1SG)

e Ove¢iuje soulad se standardy

e Kontroluje pouziti ocekavanych mechanismu

e Hlida hazardni operace aplikaci

e Analyzuje a blokuje nebezpecny spustitelny kod v sitové komunikace
ISG would be placed inline between all traffic into and out of the security zone.
Zones can be physical or virtual, and examples include departments in an
organization, floors of a building, or all wirelesss access points
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Bezpeénost poéitacu (end-point)
checks. "Enterprise-ready" means that an administrator can centrally configure and
deploy security policy to multiple end-points. Many personal firewalls

critical that end-point security be "enterprise-ready" in terms of flexible policy

setting, administration, and ability to ensure conformance to policy via integrity
Internal segmentation (e.g., using routers, switches, and virtual LAN

technology) supports logically or physically separating resources that

require different levels of security.
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