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Kryptografie na aplikaéni vrstveé
streamové Sifrovani (SSL, IpSec, ...) nezajistuje pristup k vlastnim datim, tudiz
nelze vyuzit zavedenou sémantiku provedenych kryptografickych transformaci

e zejména nepopiratelnost

e anonymita prijemce

Prokazatelnost operace a z ni plynouci sémantika
e provadeéné na serveru — utajeni, integrita, pavod, nikdy nepopiratelnost
e provadéne piimo na pracovni stanici, nebo tokenem uzivatele — jako
piedchozi, navic nepopiratelnost, soulad s pozadavku ZEP na (zaruceny) el.
podpis, ...

Zakladnim problémem je ulozeni kli¢a
e cryptoapi — jednoduché, levné, minimalné pruzné, velmi malo bezpec¢né
e soubory — vyrazné mobilngjSi
e Karty a jiné tokeny — bezpecné, mobilni, dosud drahé

Kryptografické knihovny
¢ nativni kod daného OS - rychle, problémy s instalaci
e Java — portabilni, lze spustit i na stanici, kde uzivatel neni administrator

PKCS10 - certificate signing request

Version (0)

Subject

FPubkeyAlg

CRInfo Pubkey

SigAlgorithm [Attribuzes]

Signature

X.509 Certifikat
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SignatureValue ! o '_,..f"'
| SubjectPublicKeyinfo |, .=" .
‘x‘ [IssuerUniqueld] e Extensionid
# CriticalityFla
V| [subjectUniqueld) |7 yFlag
% [Extensions] __ | ExtensionValue

PKCS #7
Dnes pravdépodobné daleko nejrozSirengjSi format kryptografickych dat
Obecné pracuje tak, ze vezme data a bez jakékoliv vétsi interpretace je ,,obali*
néjakou kryptografickou transformaci
je zékladem pro S/IMIME, PEM, ... v podstaté i XML
Definuje Sest formatu zprav:
e Data — oktet string
e Signed Data - data s pripojenym podpisem spoctenym nad hashem a
odpovidajicim CRT
Enveloped data — sealovana data verejnym klicem (vice) prijemca
Signed-and-enveloped data — podepsana data nasledné sealovana
Digested data — hash nad daty
Encrypted data — symetrické Sifrovani, netesi se key mamagement kli¢a
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Enveloped data

Yersion

Qriginator Info | Wersion |

| Recipient D {issuer and s.nn.}l

Recipient Info | key Encryption Algarithm |
TTTTTTITTITITITITTITTT T

Encrypted Key

Encrypted Content Info | Contenttype |

| Caontent Encryption Alg. |

Signed data

Version
(Set of) Digest Algorithms Content tvpe
Content Info Content
Set of
certificates
Versio
Set of CRLs
Sianer ID (issuer and ser. no.)
(Set of) Diaest Alaorithm
Signer Info Authenticated
Diaest Encrvption Ala.

Signed and enveloped data
slozeni obou ptredchozich formétu
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SignedAndEnvelopedData ::= SEQUENCE {
o version Version,
o recipientinfos Recipientinfos,
o digestAlgorithms DigestAlgorithmldentifiers,
o encryptedContentinfo EncryptedContentinfo,
. certificates

[O] IMPLICIT ExtendedCertificatesAndCertificates OPTIONAL,

J cris
[1] IMPLICIT CertificateRevocationLists OPTIONAL,

o signerinfos Signerinfos

}
Zbylé formaty jsou v podstaté trivialni

XML signature/encryption

v podstaté jde o PKCS#7 objekty tizené nastroji xml — zejména XSLT a Xpath
kryptografické transformace jsou aplikovany s ,porozuménim® pro strukturu
dokumentu pouze na relevantni ¢asti, vlastni vysledek transformace je soucasti
dokumentu

Struktura podpisu

Canonicalization-
Method

Algorthm )

|| Signature-
Method

T Keyhfo (Agortm)

Signature  —-{  Signedinfo |+

| SignatureValue

. Reference 7 Transforms  —+| Transform
' Object '{
QT
i DigestMethod
Aigoritm
DigestValue
<Signature>
<SignedInfo>
- o S
DrUhy pOdp|Sll <Reference URI=' fData'>
- =7 W 1AL . i wACEAR i
definuji se celkem tfi druhy podpis: TSI SRR geRt e
</Reference>
</SignedInfo>
<(-)t-:ject Id='Data'>
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e enveloping signature
podepsany dokument je soucasti podpisu (podobné, jako PKCS#7)

e enveloped signature
podpis je soucasti dokumentu, ktery je
podepisovan

<Signature>
<SignedInfo>
. ;.’é;f-r-nu
e detached signature URI=
podpis se vztahuje k datim, kterd nesou sougasti o e
dokumentu, ve kterém se podpis nachazi <DigestValue>
yvz3a
</DigestValue>
) . </Reference>
Celkova strategie provedeni podpisu </SignedInfo>
</Signature>
<Signature>
<SignedInfo> '/_ e nacteni dat z mista
<Reference URI="http://i.com/x.xml"'> S urceného referenci
<Transforms> e 3
<Transform Algorithm='...'> / e vysledek predchozi
P — transformace je
</Transform> ; -
iy vstupem nasledujici
o transformace
<DigestMethod Algorithm='...'/> r—\
<DigestValue> f3Kdq7</DigestValue> ° vysledek poslednl'
</Reference> :
</SignedInfo> transformace je
i podroben hashovani
</Signature>
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Pravidla tvorby podpisu

<SignedInfo>

<CanonicalizationMethod Kazdé. pOdepisované data.
S e Aplikuj Transforms
LolgnatureMetno LI L= F . Z Wsledku Spoél,tej hash
e \ytvor klauzuli obsahujici
Transtorms, DigestMethod a
m Vytvor SignedInfo klauzuli s
<DigestMethod URI='...'/> 7
igestvalu SignatureMethod,
CanonicalizationMethod a
</signedInfo> ] ) _ ]
e m Kanonizuj SignedInfo a spoditej
</signaturevValue> hOdnotu pOdp|Su

<EeyInfo>...</KeyInfo>

m Sestav obsahujici
SignedInfo, SignatureValue a
pripadné KeyInfo a

XML encryption

Podobn¢ jako v pripadé XML signature, nejprve se XSLT, XPATH a podobnou
transformaci vybere prislusna ¢ast ptuvodniho formulare a ta se Sifruje.
Sifrovat je mozné

e element

e 0bsah elementu

e cely dokument (jako oktet string)

<?xml version="1.0"7?>
<IDOCTYPE customer_order SYSTEM "‘custord.dtd'>
<customer_order>
<items>
<item>
<name>Turnip Twaddler</name>
<gty>3</qty>
<price>9.95</price>
</item>
<item>
<name>Snipe Curdler</name>
<gty>1</qty>
<price>19.95</price>
</item>
</items>
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<customer>
<name>Doug Tidwell</name>
<street>1234 Main Street</street>
<city state="NC">Raleigh</city>
<zip>11111</zip>

</customer>

<credit_payment>
<card_issuer>American Express</card_issuer>
<card_number>1234 567890 12345</card_number>
<expiration_date month="10" year="2004"/>

</credit_payment>

</customer_order>

<?xml version="1.0"?><customer_order>

<items>
<item>
<name>Turnip Twaddler</name>
<qty>3</qty>
<price>9.95</price>
</item>
<item>
<name>Snipe Curdler</name>
<qty>1</qty>
<price>19.95</price>
</item>
</items>
<customer>

<name>Doug Tidwell</name>

<street>1234 Main Street</street>

<city state="NC">Raleigh</city>

<zip>11111</zip>
</customer>
<EncryptedElement algorithm="DES/CBC/PKCS5Padding' contentType="text/xml""
encoding="base64" iv="S5Rirg//pNQ="">vIgNpDrQT1vmCVbyGJFIlwdIDBYoGXGmutgz6TVGOPUKVG7I
XNEN50 i Kw8pmtxF i xz5h0ChOXgTtPgktQhEHO5+VLOLAFg I 10D I1RQGHHMHNg3CLd+8tvrT8wxPBCRSMUpx4
d2TGXW2tgSepam0ZxdmwUXwNSAgaR8hmi romD+bh+tDomPv7eFZ4no5ft3JG3t0trLIwVupF/5valJimUSm
uUkkgyG8x9AcS/kXJIxHpmM=peqGz IMF+8A=</EncryptedElement>

</customer_order>

PGP

Napad Philla Zimmermanna, ptavodné opensource, dnes vlastni Computer
Associates, cela fada free reimplementaci, nejlépe GPG

Formét zpravy v PGP formatovani
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session key | bo-eeeme- k‘_ E_'-ﬂD_Ef_FE*_D-_f ________ _
component session key k =
L 4 M—
F 3
__________ imestamp |
key D of Ky,
signature | | leading two octets of hash |
hash ‘_'g
'_E"_'
filename
[T TTTTTT Ty o | e =
__________ timestamp ________| N = | &
message
data
S/MIME

zalozeno na PKCS#7 datovych zpravach
rozSireni MIME formatu o kryptografické datové typy:
= Sifrovana obéalka (application/pkcs7-mime; smime-type = enveloped-data)
— zaSifrovana (sealing) data
= podepsana data (application/pkcs7-mime; smime-type = signed-data)
— digitalni podpis (“hashovéani a podpis”)
— data + podpis kodovana do base64
= ¢itelnd podepsana data (multipart/signed)
— digitalni podpis
— jen vlastni podpis je kodovan do base64
— prijemce bez podpory SIMIME mize aspon ¢ist
= podepsana a zaSifrovana data
— podepsané a zaSifrovane bloky dat Ize libovoln¢ hnizdit

Definovana kryptografie

= digest funkce
— povinn¢: SHA-1
— doporuceno (prijemce): MD5 (zpétna kompatibilita)
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= digitalni podpis
— povinng: DSS (DSA)
— doporuceno: RSA
= asymmetrické Sifrovani
— povinné: ElIGamal
— doporuceno: RSA
= symmetrické Sifrovani
— odesilatel:
 doporuceno: 3DES, RC2/40
— prijemce:
* povinng: 3DES
« doporuceno: RC2/40

Toolkity

OpenSSL

Crypto++

CryptoLib

XMLSec

Baltimore

Entrust

IBM XML Security Suite
Phaos

RSAREF

Pouziti kryptografickych transformaci v praxi

CryptoApi
CALG_3DES Triple DES encryption algorithm.
CALG_3DES_112 Two-key triple DES encryption.
CALG_DES DES encryption algorithm.
CALG_HMAC* MAC keyed-hash algorithm.
CALG_MAC* MAC keyed-hash algorithm.
CALG_MD2* MD2 hashing algorithm.
CALG_MD4 MD4 hashing algorithm.
CALG_MD5* MD5 hashing algorithm.
CALG_RC2* RC2 block encryption algorithm.
CALG_RC4* RC4 stream encryption algorithm.
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CALG_RC5 RC5 block encryption algorithm.

CALG_RSA_KEYX* RSA public-key exchange algorithm.

CALG_RSA_SIGN* RSA public-key signature algorithm.

CALG_SHA* SHA hashing algorithm.

CALG_SHA1* Same as CALG_SHA.

CALG_SSL3_SHAMDS5 SLL3 client authentication algorithmUsed by the schannel.dll operations

system. This ALG_ID should not be used by applications.

SSL

pokud server poskytuje RSA certifikat pro vymeénu klict

SSL_RSA_WITH_NULL_MD5
SSL_RSA_WITH_NULL_SHA
SSL_RSA_EXPORT_WITH_RC4_40_MD5
SSL_RSA_WITH_RC4_128 MD5
SSL_RSA_WITH_RC4_128_SHA
SSL_RSA_EXPORT_WITH_RC2_CBC_40_MD5
SSL_RSA_WITH_IDEA_CBC_SHA
SSL_RSA_EXPORT_WITH_DES40_CBC_SHA
SSL_RSA_WITH_DES_CBC_SHA
SSL_RSA_WITH_3DES_EDE_CBC_SHA

Pro server-authenticated (a ptipadné client-authenticated) Diffie-Hellman. DH znamena pouziti certifikatu s
Diffie-Hellman parametery podepsanymi autoritou. DHE znaci ephemeral Diffie-Hellman, kde Diffie-Hellman

parametery jsou podepsany DSS nebo RSA certifikatem podepsanym autoritou.

SSL_DH_DSS_EXPORT_WITH_DES40_CBC_SHA
SSL_DH_DSS_WITH_DES_CBC_SHA
SSL_DH_DSS_WITH_3DES_EDE_CBC_SHA
SSL_DH_RSA_EXPORT_WITH_DES40_CBC_SHA
SSL_DH_RSA_WITH_DES_CBC_SHA
SSL_DH_RSA_WITH_3DES_EDE_CBC_SHA
SSL_DHE_DSS_EXPORT_WITH_DES40_CBC_SHA
SSL_DHE_DSS_WITH_DES_CBC_SHA
SSL_DHE_DSS_WITH_3DES_EDE_CBC_SHA
SSL_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA
SSL_DHE_RSA_WITH_DES_CBC_SHA
SSL_DHE_RSA_WITH_3DES_EDE_CBC_SHA

Pro anonymni Diffie-Hellman komunikaci bez autentizace Zadné ze stran.

SSL_DH_anon_EXPORT_WITH_RC4_40_MD5

SSL_DH_anon_WITH_RC4_128 MD5

SSL_DH_anon_EXPORT_WITH_DES40_CBC_SHA

SSL_DH_anon_WITH_DES_CBC_SHA

SSL_DH_anon_WITH_3DES_EDE_CBC_SHA
Pouziti Fortezzy

SSL_FORTEZZA_DMS_WITH_NULL_SHA
SSL_FORTEZZA_DMS_WITH_FORTEZZA_CBC_SHA

OpenSSL

SYMMETRIC CIPHERS
blowfish, cast, des, idea, rc2, rc4, rc5,rijndael (aes)

PUBLIC KEY CRYPTOGRAPHY AND KEY AGREEMENT
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dsa(3), dh(3), rsa(3)

CERTIFICATES

x509(3), x509v3(3)

AUTHENTICATION CODES, HASH FUNCTIONS
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hmac(3), md2(3), md4(3), md5(3), mdc2(3), ripemd(3), sha(3)

F-secure SSH
Algorithms

AES
3DES
Blowfish
DES
MD5
SHA-1
RSA
DSA
¢ Diffie-Hellman
Authentication

Traditional password

User public key (RSA and DSA)

User-key generation support

PAM (F-Secure proprietary implementation)
PGP keys

Kerberos

NIS and NIS+ environment

Host-based authentication

Custom plugins

RADIUS

Keyboard-interactive PAM
Keyboard-interactive RSA SecurlD
x.509

LDAP/Active Directory

PKCS #12

CMPv2 enrollment

RSA SecurlID (F-Secure proprietary implementation)
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http://www.openssl.org/docs/crypto/dsa.html
http://www.openssl.org/docs/crypto/dh.html
http://www.openssl.org/docs/crypto/rsa.html
http://www.openssl.org/docs/crypto/x509.html
http://www.openssl.org/docs/crypto/hmac.html
http://www.openssl.org/docs/crypto/md5.html
http://www.openssl.org/docs/crypto/md5.html
http://www.openssl.org/docs/crypto/mdc2.html
http://www.openssl.org/docs/crypto/ripemd.html
http://www.openssl.org/docs/crypto/sha.html
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PKCS #11

PKCS #7

SSH authentication agent
Agent forwarding

Checkpoint VPN-1

Encryption Algorithm
¢ Rijndael (Advanced Encryption Standard - AES) * 128- and 256-bit
e Triple DES* 168-bit DES 56-bit DES-40* 40-bit
e CAST-40* 40-bit
User Authentication
e X.509 Digital Certificates
Pre-shared Secret Hybrid Mode IKE *
RADIUS TACACS/TACACS+
Token-based (two-factor)
Operating System Password
FireWall-1 Password
S/Key
lic Key Algorithms
RSA 512- to 1536-bit*
Diffie-Hellman 512- to 1536-bit*
Key Management
IKE (ISAKMP/Oakley)

Pu

e 6 o o T o o o o o o
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